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Role of network security on z/OS

= Protect system resources FROM the network

* Protect the system against unwanted access, denial of service - -
H H Sel p-rn 10n:
attacks, and other unwanted intrusion attempts from the network 2108 itself is the last line of defense in an often

* Verify identity of network users hostile network environment!
* Protect data and other system resources from unauthorized access

= Protect data IN the network
— Verify who the secure endpoint claims to be
— Verify that data was originated by claimed sender
— Verify contents were unchanged in transit
— Conceal clear-text using encryption

True
end-to-end
security




Network security trends and requirements

Security is no longer perimeter-based
* Server is the last layer of defense

Regulatory compliance and tighter IT security policies
— Pervasive encryption is becoming a major trend
— Data privacy is a common theme — drives end-to-end encryption

Increasing adoption of network security at the endpoint
— TLS/SSL and IPSec deployments steadily increasing on z/0S

= Focus on minimizing network security deployment costs

CE
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Network security deployment on z/OS

How will enabling network security affect the performance of your workloads?
e Impacts to latency and throughput
* CPU consumption

How do network traffic patterns affect network encryption performance and overhead?

How can you optimize performance for network encryption?

What performance enhancements does z14 & z15 offer for encryption?

CE
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Optimizing your network encryption with z14 & z15

Benchmark Environment
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= Hardware

— z15 model 8561-T01 with two LPARs, each with
* 64G central storage
* Four dedicated general purpose CPs
* OSA Express7S 10Gbe adapters
* Crypto Express6S adapters (accelerator mode)

— 214 model 3906-M04 with two LPARs, each with
* 64G central storage
* Four dedicated general purpose CPs and two zIlIP processors
* OSA Express6S 10Gbe adapters
* Crypto Express6S adapters (accelerator mode)

— 213 model 2964-N96 with four LPARs, each with
* 64G central storage
* Four dedicated general purpose CPs
* OSA Express 5S 10Gbe adapters
* Crypto Express5S adapters (accelerator mode)

— CPs, OSAs, and crypto adapters are configured as dedicated
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Benchmark environment... (;SE

= Software
— z/OSV2R4
— CICS V5R1 (CICS Sockets Environment OTE=YES)
— ICSF FMID: HCR77DO0
—  TLSV1.2 (TLS_RSA_WITH_AES_128 GCM_SHA256)
— IPSec (AES_GCM_16, KeyLength 128, ESP NULL)
— RSA keyring size was 2K
— Network configuration: 10GbE, Jumbo frames, Segmentation offload enabled, IWQ enabled

10
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! :
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! r I | .
: 715 ot 713 St | All measurements performed with
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I_=========S=======================C=|.===t=========.: Server.
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z14/z15 Integrated Cryptographic Hardware

CP Assist for Cryptographic Functions (CPACF)

— Hardware accelerated encryption on every
microprocessor core

— Performance improvements of up to 7x for
selective encryption modes

Why is it valuable?

keys

PCIE1 2 PBU1  [oxbvis OX GxRews PBUQ_E  PCIEO
q 2
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Crypto Express6S

Next generation PCle Hardware Security Module
(HSM)

Performance improvements up to 2x

Industry leading FIPS 140-2 Level 4 Certification
Design

— Better performance = lower latency + less CPU
overhead for encryption operations

— Highest level of protection available for encryption

— Industry exclusive “protected key” encryption

12
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TLS/SSL Overview

Transport Layer Security (TLS) is an IETF standard based on
Netscape’s old proprietary Secure Sockets Layer (SSL)
protocol

— Current version is TLSv1.3 (approved in 2018) but TLSv1.2
is still predominately used

TLS traditionally provides security services as a socket
layer service

— Applications must be modified to call these services

TLS requires a reliable transport protocol (TCP)

z/0S supports two complete TLS/SSL implementations
— z/0S Cryptographic Services System SSL
— Java Secure Sockets Extension (JSSE)

However, there is an easier way ...
— Application Transparent TLS (AT-TLS)

System S5L

Sockets API

Transport
TCF, UDF, RA

Networking
IPvd, IPvE

oLc

Peer Authentication,

TLS session

negotiation,

Key exchange
EEEEEEEEEEEEEEEEEEEEE S >

TLS Session

TLS Security

IP network

CE

'\ System SSL

Sockets APl

Transport
CP, UDP.R AW

Networking
IPv4, IPvE

DLc
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AT-TLS Overview

Policy-based TLS in the TCP/IP stack
— TLS process performed in TCP layer without any application change

— AT-TLS policy specifies which TCP traffic is to be TLS protected based on
selected criteria

* local address/port, remote address/port, z/OS userid or jobname, ...

Application transparency
— Can be fully transparent to application

— An optional API allows applications to inspect/control aspects of AT-TLS
processing (“application-aware” and “application-controlled”)

Available to TCP applications
— Supports all programming languages except PASCAL

Supports all standard configurations
— z/0OS as a client or server
— Server authentication (server identifies self to client)
— Client authentication (both sides identify selves to each other)

Relies on System SSL for TLS processing
— Remote endpoint sees RFC-compliant implementation

encrypted

AT-TLS policy
administrator

using

Configuration
Assistant

2N

Sockets API

¥Transport (TCP)

AT-TLS

[I System SSL ]

]./

Networking
IPvd, IPvE

DLC

7

CE

z/0S CS Policy
infrastructure

GUIDE
SHARE

EUROPE
UK REGION

15



TLSv1.3 Performance Considerations

= Being a new protocol with new algorithms, initial support will not
be heavily optimized with hardware crypto exploitation
— Most algorithms implemented in software only

— On z15, ICSF APAR OA58377 adds exploitation of new CPACF
instructions for select algorithms

— Reasonable to expect such optimizations to evolve over time

= System SSL provides basic TLSv1.3 services

— Can be used for production workloads provided you understand the
performance considerations and impacts

— Decision to move to TLSv1.3 will typically be based on the extra
security that the protocol provides, but it must be also be understood
that this extra security comes with a cost

SE
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Non-Persistent Connections and TLS/SSL

CRR10(x/y) micro-benchmarks:
— CRR describes a connect-request-response workload where

CLIENT SERVER * 10 client-server tasks, each driving 200 trans/sec
connect()/accept > * Each client connects to its server, sends x bytes, receives y
send() request (x bytes) bytes from the server, closes the connection, and process is
send() response (y bytes) > repeated
< * Models non-persistent connection request/response traffic
close() )
< > patterns such as web server traffic
Notes:
— Micro-benchmark includes all z/OS host networking-related CPU
With TLS/SSL — Full Handshakes overhead (up through the application socket layer)
— But the synthetic socket applications have no application logic
CLIENT SERVER * The networking related CPU cost equals entire application CPU
connect()/accept cost
= TLS/SSL Hello Exchange 2 * In real workloads, networking related CPU cost is fraction of
< . > overall application transaction cost (these benchmarks show
< TLS/SSL session setup > the worst case scenario from a networking related CPU
send() request (x bytes) > perspective)
send() response (y bytes)
< closel) — With TLS/SSL, 2 full round-trip network flows are needed before
< > the client receives the reply (i.e. transaction latency)

— A full TLS/SSL handshake doubles the roundtrip network flows

17



Non-Persistent Connections — CPU and Latency impact
AT-TLS with no Crypto Card
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14000%

12000%

10000%

8000%

6000%

4000%

2000%

0%

-2000%

AT-TLS vs Clear Text (z13)

Non-persistent connections, Request/Response pattern,

11800%

(TLS_RSA_WITH_AES_128_GCM_SHA256)
CPU and Latency impact

7150%

4500%
3900%

CRR10(1k/1k) CRR10(32k/32K)

B CPU . lLatency & Trans/Sec
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TLS/SSL protection for non-persistent
TCP connections with a single
request/response pattern can
introduce significant CPU overhead

* 120 times the CPU overhead of a
clear text TCP connection in this
measurement!

* Can only achieve 11% of desired
transaction rate

* But remember, no Crypto Express
Card

So don’t panic, it gets better!

-89%

18
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Non-Persistent Connections — CPU and Latency impact (;SE
AT-TLS with Crypto Express5S Card

AT-TLS vs Clear Text (z13) Adding a Crypto Express5S Card

; . significantly reduces the CPU
Non-persistent connections, Request/Response pattern, overhead of performing asymmetric

(TLS_RSA_WITH_AES_128_GCM_SHA256) encryption processing for TLS/SSL
CPU and Latency impact handshakes

* Reduces CPU consumption by over
94% (compared to benchmark with
no Crypto Express5S Card)

* Achieve about 80% of desired
transaction rate

* But 8X CPU increase versus clear
text is still significant!
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Keep reading, it gets better...

I e — I
CRR10(1k/1k) -18% CRR10(32k/32k)  -22%

B CPU . lLatency & Trans/Sec
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Non-Persistent Connections — CPU and Latency impact
AT-TLS with Crypto Express5S and Session Caching
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Non-persistent connections, Request/Response pattern,
(TLS_RSA_WITH_AES_128_GCM_SHA256)

AT-TLS vs Clear Text (z13)

CPU and Latency impact

CRR10(1k/1k)

B CPU . lLatency & Trans/Sec

CRR10(32k/32Kk)

CE

Enabling AT-TLS and System SSL
session caching allows repeated
connections from same clients to
perform an optimized TLS/SSL
handshake

Reduces number of round-trip
network flows needed for
TLS/SSL handshakes to 1 (from 2
round-trips required for a full
handshake)

Avoids all the expensive
asymmetric encryption
processing needed to generate
new session keys

Avoids use of Crypto Express
Card (saves capacity for new
session TLS handshakes)

Meets 100% of desired
transaction rate

But 5.5X CPU increase versus
clear text is still significant!

The story is not finished...
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Non-Persistent Connections and AT-TLS — CPU impact SE SHARE
What is the cost for real workloads? G Sogilri

AT-TLS vs Clear Text (z13) Th_e networking (;PU gnd latency c_>verhead
. . (without encryption) is small portion of overall
Non-persistent connections, Request/Response pattern, CPU overhead of a workload driven by non-
(TLS_RSA_WITH_AES_128_GCM_SHA256) persistent connections
Estimating CPU costs for 'real' workloads — Based on benchmark data for CICS synthetic

workloads (i.e. no application logic), networking
related CPU cost for processing non-persistent
connections range from 5-10% of total cost

— Real applications with business logic will likely
have lower percentage: we assumed 2-7% in this
chart

* Note: There are many variables that can
affect CPU cost in user environments —
these benchmarks were performed in
controlled dedicated test environments and
may not reflect performance attributes in
your environment
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CRR10(1k/1k) CRR10(32k/32Kk)

B CPU(2%) - CPU (7%)
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Persistent Connections and TLS/SSL

CLIENT
<€

connect()/accept

SERVER

<

TLS/SSL Hello Exchange

>

<

TLS/SSL session setup

send() request (x bytes)

send() response (y bytes)

vVVYy

send() request (x bytes)

send() response (y bytes)
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RR10(x/y) micro-benchmarks:
— RR describes a connect-request-response workload where
* 10 client-server tasks, each driving 200 trans/sec
* Each client connects to its server, sends x bytes, receives y bytes
from the server, and process is repeated (connection is not
terminated after each request/response)
* Models persistent connection request/response traffic patterns such
as TN3270, CICS web services, Db2, etc.
Notes:
— Micro-benchmark includes all z/OS host networking-related CPU overhead
(up through the application socket layer)
— But the synthetic socket applications have no application logic
* The networking related CPU cost equals entire application CPU cost
* Inreal workloads, networking related CPU cost is fraction of overall
application transaction cost (these benchmarks show the worst case
scenario from a networking related CPU perspective)

— The TLS/SSL handshake occurs only at beginning of connections and is
amortized across life of connection (much more efficient than non-
persistent connections)

— Main cost of TLS/SSL becomes encrypt/decrypt operations on data flowing
over connection

22



Persistent Connections and AT-TLS — CPU and Latency impact (;SE
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AT-TLS RR vs CRR (z13)

Persistent connections, Request/Response pattern,
(TLS_RSA_WITH_AES_128_GCM_SHA256)

CPU and Latency impact

10 Sessions (1k/1k) 10 Sessions (32k/32k)

0%

B CPU . lLatency & Trans/Sec

0%
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TLS/SSL processing for persistent TCP
connections is much more efficient than
non-persistent TCP connections as impact
of TLS/SSL handshakes is largely eliminated

— TLS/SSL processing for persistent
connections mainly consists of symmetric
encryption/decryption operations that
occur on System Z processors

— Cipher suites implemented on CPACF
significantly improve performance

— Observations:

* Latency impact is fairly minimal as number
of network flows is not changed in
request/response traffic patterns

* CPU impact is dependent on the size of
the data (size of request and response)

* Explore options to change workloads to
use persistent TCP connections (significant
CPU and latency benefits)

23



Persistent Connections and AT-TLS — CPU impact (;SE SHARE
What is the cost for real workloads? £ RS

The networking CPU overhead (without
AT-TLS vs Clear Text (z13) encryption) is small portion of overall CPU
Persistent connections, Request/Response pattern, overhead of a workload driven by non-persistent

(TLS_RSA_WITH_AES_128_GCM_SHA256) connections

Estimating CPU costs for 'real' workloads — Based on benchmark data for CICS synthetic
workloads (i.e. no application logic), networking

related CPU cost for processing persistent
connections of about 2% of total cost

— Real applications with business logic will likely
have lower percentage: we assumed 1-4% in this
chart

* Note: There are many variables that can
affect CPU cost in user environments — these
benchmarks were performed in controlled
dedicated test environments and may not
reflect performance attributes in your
environment

w
O
2
<
I
o
=
2
i
(@]
o
w
a

RR10(1k/1k) RR10(32k/32k)

B CPU(1%) ~ CPU (4%)
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Persistent TCP Connections and AT-TLS — z14/z15 vs z13 (CPACF improvements) (;SE
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AT-TLS z15 and z14 vs z13

Request/Response pattern,
(TLS_RSA_WITH_AES_128_GCM_SHA256)
CPU and Latency impact

RR10(1k/1k)

CRR10(1k/1k) CRR10(32k/32k)

RR10(32k/32k)

| —_ﬁ—-—f— el |
-4%  -4% 4% —

-5% -~

-11%

‘8% ] ‘8%

-14%

B CPU(z14)  Latency (z14)

L CPU (z15) M Latency (z15)
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Significant performance improvements
for selected cipher suites in z14 & z15
CPACF

Significant reduction in CPU cost — up to
72% lower CPU consumption per
transaction

Significant reduction network latency for
most data sizes (up 23%)

Recommendations:

Evaluate performance benefits (CPU and
latency) that z14 & z15 can offer your
workloads compared to your current
processors

* Note: Performance benefits will be
even more significant if you are
migrating from older System Z
processors

Evaluate use of cipher suites that offer very
compelling performance advantages on
214/215 CPACF (like AES GCM suites)

25



Streaming Data Patterns and Network Encryption (TLS/SSL)

CLIENT SERVER
connect()/accept
< >
TLS/SSL Hello Exchange
TLS/SSL session setup
< >
1 byte request
>
500MB memory stream response
<
<
<

or
500MB memory stream request

vvyy

1 byte response

close()
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STRP and STRG micro-benchmarks:

— STRP describes a streaming ‘put’ workload and STRG describes a streaming
‘get’ workload where
* Aclient connects to a server, and either sends 1 byte and receives
500 MB from the server or sends 500 MB and receives 1 bytes from
the server, closes the connection, and process is repeated
* Models bulk data transfer traffic such as FTP
Notes:
— Micro-benchmark includes all z/OS host networking-related CPU overhead
(up through the application socket layer)
— But the synthetic socket applications have no application logic
* The networking related CPU cost equals entire application CPU cost
* Inreal workloads, networking related CPU cost is fraction of overall
application transaction cost (these benchmarks show the worst case
scenario from a networking related CPU perspective)

— The TLS/SSL handshake occurs only at beginning of connections and is
amortized across life of connection

— Main cost of TLS/SSL becomes encrypt/decrypt operations on bulk data
flowing over connection

26
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Streaming/Bulk Data Connections and AT-TLS — CPU and Throughput impact G E

TLS/SSL processing for streaming TCP

connections do not typically incur overhead
AT-TLS vs Clear Text (213) OfTLS/SSL handshakes

Susceilag Leve peuveil — TLS/SSL processing for streaming connections
(TLS_RSA_WITH_AES_128 GCM_SHA256) mainly consists of symmetric
CPU and Throughput impact encryption/decryption operations that occur
on System Z processors

— Cipher suites implemented on CPACF
significantly improve performance

— Observations:

* Throughput impact is modest as number
of network flows is not changed in
streaming traffic patterns

* CPU impact is largely associated with
encrypting/decrypting large stream of
data — in this benchmark, cost of
encrypting data higher than cost to
decrypt it
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STRG(1/500MB) __,, STRP(S00MB/1) . .

-34%

B CPU (per MB)  — Throughput (MB/sec)
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Streaming/Bulk Data Connections and AT-TLS — SE Sy
z14/z15 vs z13 (CPACF improvements) G £ RS

Significant performance improvements
AT-TLS z15 and z14 vs z13 for selected cipher suites in z14 and

Streaming Data pattern, z15 CPACF
(TLS_RSA_WITH_AES_128 GCM_SHA256) — Significant reduction in CPU cost — up

CPU and Throughput impact to 74% lower CPU consumption per MB
of data

— Significant increase in throughput
(MB/sec) - up to 45%

Recommendations:

— Evaluate performance benefits (CPU
and latency) that z14 and z15 can offer
your workloads compared to your

STRG(1/500MB) STRP(500MB/1) current processors

*  Note: Performance benefits will
be even more significant if you
are migrating from older System Z
processors

w
O
2
<
I
o
=
2
i
(@]
o
w
a

— Evaluate use of cipher suites that offer
very compelling performance
- advantages on z14/z15 CPACF (like AES

-74% o GCM suites)

B CPU(z14) 4 Throughput(z14) K CPU(z15) M Throughput(z15)
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Optimizing your network encryption with z14 & z15

IP Security using IPSec



IPSec Overview

Implemented at the IP (network) layer
— Completely transparent to application

— Supports all IP traffic, regardless of higher-layer protocols
(suitable for Enterprise Extender)

= Node-to-Node protection via “Security Associations” (SAs)
— All traffic between nodes can use same security session
— Typically only negotiated when the VPN is established

= Data protection:

— Authentication Header (AH) provides data authentication
and integrity protection

— Encapsulating Security Payload (ESP) provides data
authentication, integrity protection, and encryption

= Management of crypto keys and security associations
— Dynamic through Internet Key Exchange (IKE)
— Manual

= Partner authentication via digital certificates using IKE
protocol

Peer Authentication,
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IPsec SA negotiation,

- * ...... ﬁ-e.}: .‘?E?H?ﬁl-g.e. ...... h .-

Sockets API Sockets AP
Transport Transport
TCEUDPRAW TCEUDERAW

- Security Association -
Networking | (Per IP partner) ., Networking
IPvd, [Pvi %o dem e e = [Pv4, IPv6
DLC DLC

IPsec VPN
Security

IP network
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Non-Persistent Connections and IPSec - CPU and Latency impact (;SE
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IPSEC vs Clear Text (z13)

Non-persistent connections, Request/Response pattern,
(AES_GCM_16, KeyLength 128, ESP NULL)
CPU and Latency impact

CRR10(1k/1k)

ECPU

- Latency

280%

& CPU ('real' workload)

CRR10(32k/32Kk)
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Overhead for non-persistent TCP
connections significantly lower than AT-TLS

— No TLS/SSL handshake required on a per TCP
connection basis

— Results in reduced CPU and latency impact

CPU cost of encryption for real workloads:

— Assumes a networking related CPU cost for
processing non-persistent connections of 4%
of total cost

31



Non-Persistent Connections and IPSec — (;SE SHARE
z14/z15 vs z13 (CPACF improvements) T
IPSEC z15 and z14 vs z13 214/215 offers lower CPU cost and
Non-persistent connections, Request/Response pattern, improved latency for CRR patterns

(AES_GCM_16, KeyLength 128, ESP NULL)
CPU and Latency impact

CRR10(1k/1k) CRR10(32k/32k)

— More benefits as data sizes increase
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Persistent Connections and IPSec - CPU and Latency impact (;SE

IPSec vs Clear Text (213) AT-TLS is more CPU efficient for securing

Persistent connections, Request/Response pattern, these request/response types of traffic

(AES_GCM_16, KeyLength 128, ESP NULL) patterns
CPU and Latency impact

CPU cost of encryption for real workloads:

— Assumes a networking related CPU cost
for processing persistent connections of
2% of total cost
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RR10(1k/1k) RR10(32k/32k)

B CPU . Latency K CPU / ('real'workload)
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IPSEC z15 and z14 vs z13 z14 and z15 offer lower CPU cost and
Persistent connections, Request/Response pattern, improved latency for RR patterns

(AES_GCM_16, KeyLength 128, ESP NULL)
CPU and Latency impact

RR10(1k/1k) RR10(32k/32k)

— Significant savings vs z13 for larger
payloads

— Even more significant savings if
running on older System Z processors
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Persistent Connections and IPSec - CPU and Latency impact (;SE

IPSEC vs Clear Text (z13) AT-TLS is significantly more CPU efficient

Streaming Data pattern, for securing these streaming types of traffic

(AES_GCM_16, KeylLength 128, ESP NULL) patterns
CPU and Latency impact — Use zlIPs if using IPSec for these traffic
1400% patterns
1247%
1200% Contributing factors:

— Encrypting/Decrypting larger block of data

1000%
* TLS/SSL supports up to 16K of datain a

single segment — IPSec is based on packet

800% .
size

¢ TLS/SSL benefits from segmentation
offload — IPSec cannot offload
segmentation processing to OSA as each
TCP packet requires encryption

600%
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400%

b -
0% 0 e

STRG(1/500MB) ¢, STRP(500M/1) g3y
-200%

B CPU (per MB)  — Throughput (MB/sec)
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Persistent Connections and IPSec with zIlIPs - CPU impact
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IPSec vs Clear Text (z14)

Streaming Data pattern,
(AES_GCM_16, KeyLength 128, ESP NULL)
CPU with zIIP impact

STRG(1/500MB) STRP(500MB/1)

B CPU (nozllPs) — CPU (with zIIPs)
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Processing on general CPUs is significantly

reduced when using zIIPs to offload

encrypt/decrypt operations

— CPU impactis largely associated with
encrypting/decrypting large stream of data —

in this benchmark, cost of encrypting data
higher than cost to decrypt it
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Persistent Connections and IPSec —
z14/z15 vs z13 (CPACF improvements)

IPSEC z15 and z14 vs z13

Streaming Data pattern,
(AES_GCM_16, KeyLength 128, ESP NULL)
CPU and Throughput impact
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STRG(1/500MB) STRP(500MB/1)

73% -66%

B CPU(z14) 4 Throughput(z14) K CPU(z15) M Throughput(z15)
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z14 and z15 offer significantly lower CPU
cost and improved throughput for STR
patterns

— Significant savings vs z13 for larger payloads

Recommendations:

— Evaluate performance benefits (CPU and
latency) that z14 and z15 can offer your
workloads compared to your current
processors

*  Note: Performance benefits will
be even more significant if you are
migrating from older z processors

— Evaluate use of cipher suites that offer very
compelling performance advantages on
z14/215 CPACF (like AES GCM suites)
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QDIO inbound workload gueueing for IPSec

New ancillary input queue for IPSec

IPSec traffic serviced on its own processor
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TCP/IP stack

Processing of IPSec queue is optimized since the Al Ot.her Bulk Data .Syic’plex eE IPSec

) . Traffic Distributor
only traffic on the queue is IPSec Q1 Q2 Q3 Q4 Qs
IPSec-protected bulk, Sysplex Distributor, or ’\ *, ! - ! /f
Enterprise Extender traffic uses IPSec queue ' T | "/ I /

CPU, CPU CPU CPU CPU
\\\\ '\\ II, /’_—_',-—_/
For customers who already use IWQ with OSA-Express 6S or OSA- ™~ ==-- RN S e
Express 7S and apply the IWQ IPSec enablement PTFs, the IWQ, R o 'V,V,Q—"
\ e
IPSec function (input queue) will automatically be enabled (input 7 d
queue is defined) OB pEss Be
There are no configuration options for controlling each input ?
queue type )
WAN ¢

— The bulk queue is always active and the remaining input queues are
used when the corresponding function is enabled (SD, EE and IPSec).

Available for z14 & z15 on z/0S
V2R3 via APARs P177649 and
OA52275
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IWQ for IPSec: Performance Summary

TCP/IP stack

All Other Bulk Data Sysplex EE IPSec
Traffic Distributor
Ql Q2 Q3 Q4 Q5
q t : 4 h
1 ; . Y ; /
v \ I 1
CPU, CPU CPU ||/ CPY épu
\\\ '.‘ ,' _',- —
. . . ~ \ p— — — E—
RR10 1K/1K encrypted traffic mixed with RR10 1K/1K "=~~~ AN e 4 /!
unencrypted traffic R CU RN IIWQ g
\\‘ ,\’ ‘,”,f
/ "‘-
OSA-Express 6S * ’
7'y
|
1
1
I,
WAN 1

25% increase

52% increase
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Optimizing your network encryption with z14 & z15

Best practices
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Summary (;SE

= Network Encryption can have a significant impact on CPU consumption, latency, and throughput

* However, there are several ways to optimize and significantly reduce the impact of encryption and decryption

* Crypto Express provides significant acceleration and CPU reduction for TLS/SSL handshake processing — critical for short
lived, non-persistent TCP connections

* SSL/TLS session caching provides significant performance and CPU improvements for repeated, short-lived connections
from the same clients

* CPACF provides significant acceleration for encryption/decryption processing

* 714 & z15 provides very significant improvements in performance with Crypto Express6S and CPACF for selected cipher
suites and algorithms (like AES GCM suites)

* If using IPSec for a subset of your connections, use IPSec IWQ to allow non-IPSec traffic to be serviced more efficiently
* Plan to use zlIPs if you are securing streaming traffic using IPSec

* Itis important to perform capacity planning when enabling encryption/decryption for the first time
* Including the correct number of Crypto Express6S features, available CPU, etc.

* Understanding a workload’s communications and data patterns is key in this planning (persistent versus non-persistent
connections, amount of data sent/received, request/response versus streaming)

* The new 119 SMF records (subtypes 11,12) provided by zERT are a great source of information
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Please submit your session feedback!

* Do it online at http://conferences.gse.org.uk/2020/feedback/5BG

1. What is your conference registration number?

L L] L]
[ ) I h I S S e S S I O n I S 5 B G This is the three digit number on the bottom of your delegate badge

2. Was the length of this presention correct?

1to 4 ="Too Short" 5 ="0K" 6-9 ="Too Long"
1 2 3 4 5 6 7 8 9
o o O O O O O O O
3. Did this presention meet your requirements?

1to4="No"5="0K"6-9 ="Yes"
1 2 3 4 5 6 7 8 9
O O O O O O O O O
4, Was the session content what you expected?

1to 4="No" 5 ="0K" 6-9 = "Yes"
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GSE UK Conference 2020 Charity

* The GSE UK Region team hope that you find this presentation and
others that follow useful and help to expand your knowledge of z
Systems.

* Please consider showing your appreciation by kindly donating a small
sum to our charity this year, NHS Charities Together. Follow the link
below or scan the QR Code:

http://uk.virginmoneygiving.com/GuideShareEuropeUKRegion

S SE

Al
mat SERREI

GUIDE
it NHS CHARITIES

SHARE
“Urope TOGETHER

UK REGION



http://uk.virginmoneygiving.com/GuideShareEuropeUKRegion

GUIDE
SHARE

EUROPE
UUUUUUUU

CE

Optimizing your network encryption with z14 & z15

Questions?



